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SAP GRC Specialist
OBJECTIVE:
To pursue a highly challenging career in the Information Technology field, where I can apply my knowledge, hone my skills, keep pace with ever changing Information Technology field by acquiring new skills, exploring and learning latest technologies and work closely with a team of top notch professionals.
EXPERIENCE: 
· 19+ Years of experience in IT and SAP 
· 16+ Years of experience in SAP
· 6+ Years of experience in SAP Project Management actives 	
· 16+ Years of experience in SAP GRC Administration
· 4+ Years of SAP Audit Management and Assurance and Compliance System
· 8+ Years of experience in SAP GRC Process Control and Risk Management
· 2+ Years of experience in SAP R/3 Basis Administration 
· 2.6 Years of experience in System Administration & Networking, Installation and end user support.
· Certified - CISM – Certified Information Security Manager 
· Pursuing PMP-RMP Certification
· SAP Certified Consultant (SAP Sol.Mgr. -E2E100 End to End Analysis)
· Certified ISO 27001 Lead Auditor 
· ITIL V3.0 Certified Consultant
· Completed 5 End to End Implementations.
· Experience in SAP Project Management and Agile Methodology
· Implementing Audit Management 1.3/1.4/1.5 (Assurance and Compliance System)
· Implementing GRC 12.0/10.1/10.0 with Process Control, Access Control with components, Risk Management and Fiori integration 
· Implement and Administer Governance, Risk & Compliance (GRC) 12.0/10.1/10.0 Access Controls modules: ARA, ARM, BRM and EAM. 
· Implementing SAP GRC Process Controls and Risk Management 10.1 & 10.0 in line with the Support Processes project expectations & Involved in the Business Blueprint design activities, based on the requirement gathered from respective development teams.
· Implementation of SAP GRC (AC/PC/RM) integrate with Audit management Solution end-to-end from requirement gathering, designing, blueprinting, implementation, testing and go-live handily for the entire project.
· Participated in business development initiatives along with client management and account management
· Design the Policy Management Process with SOX 2002 and COSO Framework and linked with KRI’s.
· Involved in detailed Design phases of Process Control and Risk Management integrate with Audit Management
· Designing & maintain scoping, defining control objectives and 
· Performed integration of process control and access control – in terms of Master Data and PC-AC harmonization
· Preparing the Fraud determined and detection methods, Business Partner Master data screening
· Define the fraud alerts, status of alerts, creating and scheduling worklists and approval requests.


· Executing Dashboard Reports with Fiori apps with KPI’s 
· Supported pre-sales to prepare estimation and RFPs
· Experience in implementing High-performance Analytic Appliance (HANA) Database security analytic authorizations and Fiori Security authorizations
· Experience creating customized roles in HANA Database Developers, Modellers, Technical Administrators, Power and End users. Additional responsibilities include trouble shooting SAP access related issues in SAP Graphic User Interface (GUI) and WEB Browser. 
· Supports for Internal/External SAP Auditing and review the audit plans.
· Implementing SAP Audit Management with workflows, configuration
· Experience of SOX/SAS70 and GRC, assisting Internal Security Audits, Segregation of Duties (SOD) using GRC ARA Component
· Assist internal audit for GRC Rule Set customization and also provide recommendations on that.
· Good understanding of MSMP Workflows and BRF+ rules
· Creating roles like Derived Roles and Composite Roles, assigning Roles, and assigning profiles, creating authorizations and Authorization Groups.  
· Applying SECATT Scripts for Mass User and Role creation and maintenance.
· Worked with Functional teams to design the business workflows like FICO, OTC, P2P, SCM, CRM,HCM,IS-Utilites, BI and other modules.

TECHNICAL ACUMEN:
Specialization	: SAP Assurance Compliance System Audit Management 1.3/1.4/1.5
                            SAP GRC 12.0/10.1 Access Control. Process Control and Risk Management
                            Implementation and Support, SAP BTP Security and SAP IAG Security, Role-outs. 
                            SOD/SOX/SAS70, COBIT Auditing, 
                            SAP Internal/External Auditing, SAP R/3/BI/HR/EP/CRM/BPC/Fiori/IS 
                            Utilities Security                             
Packages	 : Peregrine, HP Quality Centre, WPB, Agile Methodology tools

PROFESSIONAL EXPERIENCE: 

CHEVRON, CA, U.S. 
SAP GRC Manager 
May 2023 to till date

· Managing complex S4HANA transformation projects and drive delivery of SAP GRC and Security solutions
· Client discussions to design robust SAP GRC solutions for complex SAP landscapes
· Rich experience in strategizing GRC architecture, implementing key controls and driving innovations within the projects
· Good exposure to designing processes for managing key controls within the organisation
· Demonstrating a background with SAP GRC design, implementation experience including Access Control and Process Control;
· Possessing experience with business process risk & control design, implementation across finance, supply chain and human resource business cycles;
· Identifying key risks and controls, knowledge of Sarbanes Oxley readiness, controls optimization, as well as configuration of controls around security, business process and within the SAP GRC modules












DEWA, Dubai, UAE
SAP Specialist – SAP ACS Audit Management 
October 2020 to April 2023

· Involved in design phase for SAP ACS Audit Management implementation and understanding the business workflow
· Conducting workshops with Key stakeholders with Internal Audit Teams to gathering business process and prepare the AS-IS and TO-BE process
· Conducting sessions and capturing Business Blueprint Proposal document and product backlog with Agile methodology with sprints.
· Understanding IIA/IIPF standards and their procedures to Implement the Audit Management system
· Prepared Implementation Project plan and review meetings, presentations and related project documentation. 
· Preparing and configuring Audit Management system with life cycle like Audit Master Data, Audit Planning, Preparation, Execution, Follow-Up and Reporting, Manage Working Papers, Quality checkpoints, Data protection 
· Configuration & Integration with SAP GRC Risk Management, Process Control with Audit Management and Fiori system, Adobe Forms, BI/BW Reporting systems.

· Working on DEV/QA systems with UAT test scripts, sign-off with Business to Implement in System and further realization phases
· Coordinated efforts of 65 team members engaged in SAP roles and authorizations through Agile- project for SAP Audit Management deployment of integration systems. 
· Working on Integration with BIS and Fraud Management 
· Working on Data migration from legacy system to SAP ACS system

Mindtree Limited
Philips – Philips IT global delivery -S&A
SAP GRC SME 
April 2020 to October 2020

· Involved KT transition with Wipro SPOCs and design, implement the transition strategy
· Preparing reverse KT and slide deck presentation 
· Coordinated efforts of 26 team members engaged in SAP role deployment through Agile-Scrum project for SAP Role deployment of integrating 68 kernels into one integrated landscape solution.
· Evaluate processes, anticipate requirements, uncover areas for improvement, and implement solution by reviewing the processes and develop optimization strategies.
· SPOC for providing status and prioritization of work within the assigned project/team.
· Defined Identity and Access management and its integration to SAP GRC. Performed ITGC and FDA assessment and ensured smooth transition to operations.



Wipro Technologies, Hyderabad, India
SAP GRC Consultant
Feb 2017 to September 2019

Client: SABIC. Jubail, Saudi Arabia	July 2018 to September 2019

In SABIC implementing SAP with GRC 10.1 Process Control, Access Control, Risk Management and Audit Management, Fraud Management Implementation

· Implementing GRC 10.1 with Process Control, Access Control with components, Risk Management and Audit Management, Fraud Management 
· Implement and Administer Governance, Risk & Compliance (GRC) 10.1 Access Controls modules: ARA, ARM and EAM. 
· Implementing SAP GRC Process Controls, Risk Management and Audit Management, Fraud Management in line with the Support Processes project expectations & Involved in the Business Blueprint design activities, based on the requirement gathered from respective development teams.
· Implementing Project Governance in an Agile context with phases as a Project Manager 
· Prepare the project charter containing the business needs and to get confirmation for the same from the Stakeholders.
· prepare and review the order form with the customer (signed SAP contract, order form, confirm scope, RACI matrix, resources and budget, customer staffing etc.,
· Manage project issues, risks and changes related to the project scope, timelines, costs etc.
· Implementation of SAP GRC (AC /PC/RM) integration with Audit Management and Fraud Management Solution end-to-end from requirement gathering, designing, blueprinting, implementation, testing and go-live handily for the entire project.
· Implementing Audit plans, reports with master data and life cycle 
· Very strong understanding on Risk management framework, business process and subprocess and have been part of team handling control design 

· Implement Audit plan assessments, reports integrate with Fraud alerts and 
· Conducting workshops with Business and Functional teams and design the SOD matrix, find out the Risks and Design the roles
· Maintain Organization structure, business process and sub process and creating BPML document
· Utilize project management skills in relation to GRC technology projects, including developing
· project plans, deliverables schedule maintained issues & risk registers
· Presenting Reports and Analytics to Key stakeholders like Internal/External Auditors, Process and Control Owners. 
· Master Data setup for Access control and Process control through uploading MDUG tool 
· Integration with GRC PC/RM with operational controls and Risks with audit management
· Creating and maintain workflows for Surveys and Test Plans
· Implementing in SAP Automated controls and reports, Policy management 
· Conducted sessions with Functional teams to design the business workflows like FICO, OTC, P2P, SCM, CRM, HCM, IS-Utilites, BI and other modules.
· Enable the Roles and Fiori apps for approval and initiation processes & develop catalogs and Tile groups
· Troubleshooting Fiori issues like overloaded business users, Version control, tile issues
· Responsible for interfacing with clients for requirements/processes understanding, ensure that the resources are equipped to be productive in time to meet requirements of customer. 




Client: Energizer Brands LLC, Hyderabad	March 2018 to June 2018

·  In Energizer Brands SAP GRC production support providing for a 24/7 environment, extensive experience in SAP GRC security support.
· Security Activities Involves Role creation and Modification and Users Authorizations Monitoring as a Part of SOX Activity
· Identifying the conflicting transaction codes and cleans up the SOD conflicts
· Worked on GRC, for Checking the Basic SOD Conflicts for role Assignment Adhered SOX Compliances
· Preparing SAP Production Audit Reports based on SOX regulations
· Creating SAP GRC requests for user provisioning/de-provisioning/FF ID access in Production Landscapes.

Client: SEC, Al khobar, Saudi Arabia	March 2017 to Feb 2018

In SEC implementing SAP with GRC 10.1 Access Control, Risk Management and CRM, IS Utilities Security Implementation and worked as a Project Manager

· Implementing GRC 10.1 with Access Control, Risk Management and CRM, IS Utilities with Solution Manager, BI/BO, PI. 
· Involved in Full life cycle implementation from Gathering Information and conducting workshops
· Establish and maintain a project plan in conjunction with the existing business system owners to track and monitor delivery progress for agreed changes. 
· Agree reporting profile with existing business teams to include resource profile, costs and milestone achievement status. Provide reports on status and progress as required.
· Familiar with tools and technology necessary to manage SAP ADM projects (Ticketing tool, monitoring tools, Demand/Capacity management tools, Monitoring tools and automation, SAP OSS, Project tracking etc
· Prepare the project charter containing the business needs and to get confirmation for the same from the Stakeholders.

· Configured SAP’s Access Control 10.1 – Access Risk Analysis (ARA), Access Request Management (ARM), Emergency Access Management (EAM) and Business Role Management (BRM) modules. Execute end to end implementation of Access Risk Analysis
· Identify enterprise risks and align them with business process 
· Assess and analyze risks in terms of likelihood and magnitude of impact
· Continuously monitoring risks using SAP HANA-based KRI’s
· Implementing business specific reports and conducting training sessions
· Risk treatment through control/response mapping to risks
· Master data setup for Risk management and access control, identify historical data 
· Risk & Asset mapping, Custom parameters for risk rating & impact calculations
· GRC system integration with other SAP systems for process automation
· Notification & Escalation e-mail triggering
· Configuration LDAP and integration with SAP GRC 
· Conducted Gathering sessions with Key Business Stakeholders, line of Business & Company Management
· Performed the entire IMG configuration relevant to Risk Management and Access Control 
· Prepared Org. structure with master data, objective and activity hierarchy, 
· Prepared Business Blue Print and sign-off as per the client requirement
· Handled the Master Data for Risks & AC including Organization, Risks, Control and Manual Test Plans and NWBC Master data
· Conducted sessions with Functional teams to design the business workflows and preparing SOD matrix like FICO, OTC, P2P, SCM, CRM, HCM, IS-Utilites, BI and other modules
· Preparing new role matrix as per Business stakeholders request and Implemented Security strategy in DEV/QAS systems and readiness in Production systems.
· Experience in implementing High-performance Analytic Appliance (HANA) Database security analytic authorization 
· Experience creating customized roles in HANA Database Developers, Modelers, Technical Administrators, Power and End users. Additional responsibilities include trouble shooting SAP access related issues in SAP Graphic User Interface (GUI) and WEB Browser. 
· SAP HANA- R3 SIDE jobs monitoring/scheduling, HANA User/License administration
· Conducted training sessions/Manuals with Business Key stakeholders and End users


SBM, Jeddah, Saudi Arabia, 
SAP Project Manager - Sr. SAP GRC Consultant
October 2015 to October 2016

Client: EA.Juffali Group, Jeddah, Saudi Arabia

In Juffali Group, SBM implementing new SAP Implementation with GRC 10.1 Access Control and Risk Management, Process Control and worked as a SAP Project Manager 

· Implementing GRC 10.1 with Access Controls suite and Risk Management, Process Control with Solution Manager, BI, BO, Adobe forms.
· Involved in Full life cycle implementation from Gathering Information to Post Go-live Support activities.
· Configured SAP’s Access Control 10.1 – Access Risk Analysis (ARA), Access Request Management (ARM), Emergency Access Management (EAM) and Business Role Management (BRM) modules. Execute end to end implementation of Access Risk Analysis
· Conducted Gathering sessions with Key Business Stakeholders, line of Business & Company Management
· Application management processes (Incident, Change, Problem, Demand & Capacity)

· Conducted periodic delivery reviews identify issues and resolve them, advise on risks and suggest corrective actions
· Worked closely with customer management to understand the business requirement for the projects developing effective working relationships and ongoing management processes for the project
· Performed the entire IMG configuration relevant to Risk Management, Process Control and Access Control 
· Prepared Org. structure with master data, objective and activity hierarchy, 
· Preparing Business process and subprocess for Process Control and Risk Management
· Performed an automated risk and control monitoring for Business processes
· Creating and assignment of Business Rules to controls in Process Control 
· Schedule and monitoring automated continuous monitoring jobs in PC
· Creating and monitoring Regulations and groups in Process Control 
· Creating Policy and groups in PC 
· Preform Master Data(Controls) change workflow in Process Control 
· Prepared Business Blue Print and sign-off as per the client requirement
· Handled the Master Data for RM,PC & AC including Organization, Risks, Control and Manual Test Plans and NWBC Master data
· Creating Regulations and assign to Sub processes 
· Configured in IMG the Risk Management cycle, Risk aggregation, KRIs, Heat map, Planner and Continuous Control Monitoring as part of GRC Risk Management
· Configured in IMG the Risk Management cycle, 
· Configured MSMP, BRF+ workflows in Access Control 
· Prepared UAT scripts with WPB tool, End user, Operational manuals, Role matrix with key stakeholder’s roles and responsibilities matrix.
· Conducted training sessions with Business Key stakeholders and End users. 
· Prepared and maintain SAP GRC process level and role matrix in SAP Solution Manager.
· Thoroughly understanding of business processes and segregation of duty concepts in an ERP / GRC environment
· Supported Post Go-live activities
· Preparing for POC for SAP GRC Process Control in SANDBOX/Training Installation

TECHWAVE Consulting, Hyderabad.
Sr. IT Analyst – SAP GRC
July 2014 to October 2015

Client: Westcon Group
	In Westcon group SAP GRC production support providing for a 24/7 environment, extensive experience in 
SAP GRC Process Control, Access Control support

· Involved in project plan preparation, review at critical points, and regular status reports for senior management.
· Mapping of manual controls and defining Master Data content for PC / RM
· Core technical configuration for GRC 10.0 system, PC and RM and Setup of AC/PC integrated Mitigating Controls
· Define Internal controls for effective Control Self-Assessment(CSA) for Business users 
· Entire IMG SPRO configuration and Customized Business Events and workflows
· Defining new regulations as per compliance requirements and Defining surveys, questionnaire as per business & compliance requirements
· Workflow Configuration and Master data handling
· Reminders and Escalation configurations



· Making changes at central and local controls and Organization & Process structure creation and modifications
· Troubleshooting workflows like Creating new workflow, deleting restarting error workflow and forwarding missing tasks
· Entity level authorizations & Troubling shooting GRC Process control authorizations
· Control Self-Assessment validation, Verification of Assessments, Planner and workflow’s
· Test of Effectiveness validation, Verification of TOE, Planner and workflow’s
· IELC controls validation, Verification of Assessments, Planner and workflow’s
· DATA MART verification/configuration, Report validation, Table validation, Back-ground jobs verification and customized field’s configuration
· Daily Monitoring: SM37, ST22, SM58 and GRC PC Jobs
· Configuring Continuous Control Monitoring for various business processes and subprocesses
· Defining Team cutover tasks and assisting PM with project end-to-end tasks and milestones
· Handling of OSS messages, documenting issues and resolutions. 

Kaar Technologies, Chennai
Solution Architect – GRC Consultant
Oct 2013 to March 2014

Client: MUNTAJAT, Doha, Qatar.

· Excellent implementation experience in Governance, Risk & Compliance (GRC) 10.0 Access Controls modules: ARA, ARM, BRM and EAM and Process Control 10.0
· Designing & maintain scoping, defining control objectives.
· Supported Internal/External SAP Audit procedures and facilitated the target teams & projects.
· Demonstrated understanding of business processes, internal control risk management, IT controls and related standards.
· Identify and evaluate complex business and technology risks, internal controls which mitigate risks, and related opportunities for internal control improvement.
· Integration established by sharing Mitigation controls between AC and PC to reduce duplicate work of control evaluation in PC.
· Configure the surveys as per the organization hierarchy and sign-off and certify.
· Implementation of PLM and documenting the results.
· Created rules in a particular business process/sub process and create the controls.
· Implemented CLM, MDG, Policy Management and Ad-hoc Issue Management. 
· Design Risk-intelligent strategy management by leveraging a common methodology for managing relationship between KPIs and KRIs. 
· Configured workflows for Business Rules and data sources for continuous Monitoring.
· Control monitoring rules and assigning roles to both the IT and Non IT controls.
· Configured Master data and uploading Master data with MDUG.
· Pilot implementation of CLM (Content Lifecycle Management) for master data management in PC10.0.
· Definitions Business Processes Automated & Manual Controls in GRC Process Controls 10.0 for Utilities.
· Working in partnership with PSS Managers, Global Risk Teams, GIA and other related functions.
· Designed Effective controls and monitoring of operational risk at the Business / Function Unit / Country level. Satisfactory results on audit undertaken by Group Internal Audit, FSA, regulators and external auditors.
· Timely communication of changes to the regulatory environment and internal Policies from Legal, Compliance and Operational Risk Management Group.
· Timely reporting and escalation of all operational risk exposures.

· Monitor and ensure strict adherence to key milestone timelines set for RCA on risk & control initiatives.
· Succession planning for both Risk Controllers & Risk Manager roles.
· Development of Risk, compliance and control information which is used to monitor and improve organization processes.

Wipro InfoTech, Hyderabad
Asst. Project Manager-SAP GRC
March 2013 to Oct 2013

Project: ECIL
SAP Project Manager - SAP GRC Consultant

· Implementing GRC 10 with Access Controls suite
· Manage Access Risk, Provision and Manage Users, Design and Manage Roles, and Centralized Emergency Access
· Administer and Implement Governance, Risk & Compliance (GRC) 10.0 modules: ARM, ARA, BRM and EAM and Project Management activities 
· Assist internal audit for GRC Rule Set customization and also provide recommendations on that.
· Good understanding of MSMP Workflows and BRF+ rules
· Conduct workshops with key stakeholders to understand the requirement.
· Workshops with key business process owners to adjust pre-delivered SoD risk levels (high, medium and low) to reflect the company’s unique security risks 
· Adjustment of SAP transactions included in the different SoD risk definitions and integrating custom SAP transactions into the customized SoD rule sets
· Integration and optimization of AC security administration and compliance processes by leveraging AC functionality, including SoD reporting with a customized rule set, workflow optimization, and compliance documentation 
· Project management and coordination among executive management, IT and business teams, including checkpoints with auditors to obtain input regarding adjusted SoD risk levels Implementing, the workflow approval process, and related implementation documentation 
· In Test phase involves defining and documenting testing scripts, including validating expected process improvements.
· In testing phase consider Technical, Functional and Integrated components.
· During configuration phase, GRC master data, SoD rules and risks, mitigating controls, approval workflows and reports are set up.
· In Golive phase, users are trained on process enhancements and compliance documentation is updated. 

IBM,India Pvt Ltd, Hyderabad
Application Architect (SAP)
March 2011 to March 2013

Project: Chartis – AIG Insurance
SAP GRC Consultant

· GRC 10 with Access Controls suite and Process Controls, Risk Management
· Administer and Implement Governance, Risk & Compliance (GRC) 10.0 modules: ARM, AQM, BRM and EAM.
· Conducted workshops with key stakeholders to understand the requirement.
· Configure SAP GRC Access control, Process Controls and Risk Management to meet business requirement.

· Integration established by sharing Mitigation controls between AC and PC to reduce duplicate work of control evaluation in PC
· Configure the surveys as per the organization hierarchy and sign-off and certify.
· Implementing the PLM and documenting the results
· create a rule in a particular business process/sub process and create the controls
· Implementing CLM, Policy Management and Ad-hoc Issue Management 
· Design the workflows for Business Rules and data sources for continuous Monitoring
· Monitoring rules and assigning roles to controls
· Managed Master data and uploading Master data with MDUG
· Pilot implemented CLM(Content Lifecycle Management) for master data management in PC10.0
· Defining Business Processes Automated & Manual Controls u GRC Process Controls 10 for Utilities
· Configuring a Multi-Compliance Framework(MCF)
· To build test scripts and perform testing, Update the test scripts in HPQC
· Lead SAP Remediation/Mitigation activities as a part of the GRC implementation.
· Worked with Business Process Leads, Internal Audit and Security teams in designing and developing GRC compliant composite and single roles for the organization.
· Good understanding of MSMP Workflows
· Involved in the design and implementation of the Mitigating Controls and uploading the same into the SAP GRC system
· Designed the IT controls with main focus of eliminating redundancy in quarterly assessments. Saved millions in this regard.
· Design and Preparation of SAP GRC V10 Access Controls Deliverables (Project Plan). Blue Print design, Sizing, Installation, Configuration & Troubleshooting of SAP GRC Access Controls solutions. Design and build of roles and authorizations in sap GRC product. Ability to work to tight deadlines and Project resource management. Multi-task and effective time manager.
· Strong knowledge of section 302 and 404 of Sarbanes-Oxley Act (SOX), Business processes.
· Configured and administered Access control ‘SAP GRC10’ for client and implemented SOD conflicts administration strategies and remediation.
· Understanding the risk and mitigation strategy implemented in the GRC system and viewing and monitoring of different reports given by the system Implementing workflow strategy for GRC- Access Request Management(AQM)- Using request based GRC -AQM - creating new accounts, changing accounts, assigning roles and other security activities on SAP
· Creating GRC – Emergency Access Management (EAM) strategy in the organization for all modules
· Identified and evaluated risks / controls of System Development Life Cycle (SDLC), SOP document including design, testing/QA, and implementation of systems. Assisted in the preparation of SDLC manual, SOP Document designing of controls around project management methodology, tested the controls, and guided the project teams in the remediation process.
· Define Role Owners, define connectors to AQM to initiate new workflow for approvals via AQM.
· Configured and Troubleshoot LDAP connection issues.
· Preparing weekly status reports and Metrics sheets

Project: SaraLee International
SAP GRC & Security – Track Lead
· 
· Implemented controls for SOX/SAS70 compliance which includes Firefighter log reviews, user terminations, Password settings policies.
· Performing Risk analysis for SOD conflicts using SAP GRC 5.3 for SOX Compliance.
· Involved in the design and implementation of the Mitigating Controls and uploading the same into the SAP GRC system
· Supporting GRC process control 2.5 for client and deletion of Workflows

· Creation of Objects (Opco, Person) in Structure Setup (GRPC_STR_CHANGE)
· Master Data upload for Process controls and MDUG CSV upload
· Deletion of Objects (Master Data) from Backend
· Working for workflows on Self Assessments & Test of Effectiveness
· Editing Process Control-specific Roles & Assigning Process Control Roles to Users
· Delivered Roles (Eg: Internal Control Manager (COR-ICMAN)) & Back-end Roles and Authorization Objects
· Maintaining table USR40 for SOX controls
· Involved in the Role defining and designing activities, based on the requirement gathered from respective development tracks.
· Performing Analysis & Estimation on new enhancements (Request for Change)
· Implementation of SAP Security and System Audit logs & Extensively use User Information System(SUIM) to find and generate the reports
· Preparations of the design sheet & Handling client meeting
· Supporting SAP Security for all modules includes ECC 6.0, BI, and CRM.
· Auditing SAP R/3 Basis technical infrastructure includes specific risks in SAP R/3 security and control, automated control activities and sample assurance techniques.
· Performing Risk analysis for SOD conflicts using SAP GRC 5.3 for SOX Compliance.

Project: PSEG 
SAP Security-Application Architect

· Implementation of BI 7.0 security
· Upgrading security from BIW 3.5 to BI7.0 
· Worked closely with client for understanding about Implementing of BI security
· Preparing the project SOW and Project Plan, according to the client requirements
· Implementing analysis authorization in creating composite roles and single roles 
· Design technical and functional documents as per BI7.0 security
· Preparing Quality Center Test Scripts for testing
· Design security architecture and created User Roles matrix
· Involved Business Discussion with Client & Security Team
· Support for UAT & resolve of defects identified in UAT
· Analyze all business roles and map roles to transaction code (t-codes) according to business process.
· Trouble shoot R/3 security problems by using different scenario such as system traces and login RSECADMIN

Project: DAWN Foods Inc
SAP Secuirty & GRC –Application Archtect

· Monitoring and managing security access and violations
· Worked closely with client for understanding about Implementing of SAP landscape
· SAP R3 security strategy implementation with all modules
· Creating new roles and authorizations in R/3 and BI7.0 systems (Sandbox and Dev)
· Assigning new users in R/3 and BI7.0 systems. 
· Involved in Blue print and Realization phases as a Security Architect.
· Design and created new role matrix as per client requirement.







Caterpillar Logistics Services India Pvt Ltd, Bangalore.
SAP GRC & Security Consultant
December 2007 to March 2011

· In CIPL-CBS SAP Basis Security production support providing for a 24/7 environment, extensive experience in SAP Basis security support.
· Solving problems with CBS end user requests (Peregrine)
· Understanding the Segregation of duties concern and resolve the same.  
· Security Activities Involves Role creation and Modification and Users Authorizations Monitoring as a Part of SOX Activity
· Identifying the conflicting transaction codes and cleans up the SOD conflicts
· Supported to role designing team to eliminate SOX violations for the technical Roles (BASIS and Security Roles)
· Worked on GRC, for Checking the Basic SOD Conflicts for role Assignment Adhered SOX Compliances like 
· User Administration on Standalone and A CUA System & Assigning roles to users.
· Involved in Deployment Team, as a Active Basis security & GRC Team Member
· Monitoring and managing security access and violations
· User maintenance thought CUA, Creation of new users and support the existing users in CBS
· Supporting Developers in Dump Analysis & Identifying and applying relevant SAP Notes.
· User & business partner (BP) maintenance, add/delete roles and mass lock users 
· Daily monitoring CBS servers and CUA maintenance.
· Creating Portal Users in Database and assign iviews and uploading ABAP based Roles 
· Assigning and Deactivating Firefighter IDs to Users.
· Analyzing authorization problems/errors and implementing appropriate solutions.
· In CBS Transport Requests are done by Urgent Correction No. through CUA 
· 24X7 production support to end users working around the US/Europe/ASIA countries.

Caterpillar –PSD, Hosur, Tamilnadu 
SAP Security Consultant
April 2006 to December 2007

· Understanding the Segregation of duties concern and resolve the same.  
· Identifying the conflicting transaction codes and cleans up the SOD conflicts
· Monitoring and managing security access and violations
· Creation of Derived Roles and Activity groups and generating the Profiles
· Implementation and maintenance of CUA & Creation of Users and Configuration of CUA  
· SAP R3 security implementation & rollouts with all modules.
· Assign and maintenance connecting Portal to LDAP Data Source
· Implementing SSO for Enterprise Portal and R/3 & Maintenance of UME 
· Resolving segregation of duty concerns with respect to application security implementations.   
· Adding new roles and profiles to BI users & Maintenance of BI 7.0 users
· Creating of analysis authorization objects in BI









VOX TECHNOLOGY SDN.BHD, KL, Malaysia. 
August 2003 to February 2006	

Project: GENTING BERHAD, KL, Malaysia
SAP Basis Administrator

· Solving problems with E-Genting end user requests (REMEADY) 
· Spool Administration and Spool request maintenance
· Health check of SAP Servers, daily, weekly, Monthly maintenance of Users and Clients
· Assign the Authorizations and profiles, Groups, Security Administration  
· Transports and change request management and administration.
· Applying support packages, patches, OSS notes
· Client administration - client copy, export/import, remote copy and deletion.
· SAP R/3 landscape planning, remote access, load balancing
· Weekly Early Watch reports check.
· Background job scheduling and monitoring
· Daily tape backups of database servers.

Project: DUMEX, KL, Malaysia. 
SAP BASIS Administrator

· Client & User Administration.
· Authorization and Profile maintenance through PFCG.
· Configured the SAP R/3 system landscape, CTS which facilitate the transports between DEV, QAS and PRO systems.
· Perform day-to-day BASIS admin responsibilities like troubleshooting, analyze load and monitoring performance.
· Process monitoring, Monitoring System Log and Application Log and trace files.
· Error handling for ABAP and Functional users.
· Monitoring table locks and transaction locks and Transport Management System
· Health checkup of all SAP Server and resolving problems in case if any
· Daily, Weekly, Monthly Sap Servers and end nodes maintenance.
· SAP Servers O/S level maintenance Administration 

Project: Dutch Lady Sdn Bhd, KL, Malaysia,                                
SAP BASIS Administrator	

· Perform Health check of SAP R/3 System.
· Perform proactive monitoring of SAP R/3 Database, Table spaces, Short Dumps, Error Logs, and Performance Criteria as well as monitor the Windows 2000, UNIX Operating Systems including file systems, print queue status and printers, and backups, client copies
· Move application fixes throughout the system using the Correction Transport System (CTS) or Transport Management System (TMS).
· Created Authorizations and Profiles based on the Job Profiles
· Created and Maintained User Master records
· Utilized SU53, System traces and debug utilities to optimize authorization checks
· Configured the Workbench organizer after installation of R/3 system & monitored different transport logs


C.M.S Computers Pvt. Ltd, Hyderabad	
System Engineer                                                                                                      
January 2001 to June 2003
	
· Support and troubleshooting of the following, but not limited to, Windows 95, Windows NT, Linux, MS Office 97 & 95, Netscape, Network Printing.
· Assigned to various projects as a Systems Engineer configuring NT Servers and Clients, troubleshooting over a TCP/IP network, building of new systems and supporting the internal staff training and installations. Networking and daily backups & disaster readiness.
· Responsible for setting up & Administrate LAN Windows NT 4.0 & 2000 Servers, Linux Servers and Windows ’95,98 & XP as clients.
· Taking care of hardware maintenance and end user support
· Responsible for network related functions including server hardware and software set-up, upgrades, configuration and administration.
· Configure Solaris server – print server and DHCP server

   EDUCATIONAL QUALIFICATIONS

· B.Tech.. – EEE (Electrical & Electronics) 
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